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Introduction

Electronic signatures offer significant advantages, such as time and cost savings when signing documents.
However, several challenges can make their use more difficult. One of the major hurdles is th@entification and
authorization of the signature, which is often perceived as tedious and can be an obstacle to the use of electronic
signatures.

In the past, there were several obstacles associated with electronic signatures, such as

91 offline registratio n,

1 long waiting times for video identification, and the need to download additional apps for identification.

1  The process ofipproval ofthe signature often involved the use of a password, a on¢ime code text
message, or a signaturepproval app, which could be unreliable in certain situations.

1  Moreover, the complex registration process often kept the signature process separate from thactual
registration, making it necessary to ensure correct identification at the beginning of each signature
process.

To address these challenges, an ideal electronic signature process should be as simple as signing by hand, with a
comprehensive and seamlas process that accompanies the signatory from registration to the signature, without
the need for additional installations or disruptions.
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@ approval

Registration Service
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Figure: Standardised process for registration and signature

With the broker-controlled Smart Registration & Signing Service, Swisscom Trust Services offers a flexible solution
for an optimized user experience. The focus is on simplifying the registration and identification process, integrating
existing biometrics/login procedures, and reducing theeffort required for audits. By relying on open standards and
standardizing interfaces and processes, the service aims to make it easier for partners and customers to integrate
or change modular functions.

The focus isin detail on the following aspects:

1 Registration and identification are now considered a seamless procesFhis means thatif registration has
already been completed and repeated signatures are required, the process can be considerably simplified
/ shortened.

1  We use existingbiometrics/login procedures or installed appson the signatory's PC omobile deviceto
avoid app installations and context switches as far as possible.

1 We integrate customer- or partner-specific identification and IDP solutions and at the same timereduce
the effort required for audits when integrating with the recognised Swisscom signature.

1  We consistently rely on open standards such as OIDC, PAR, CIBA and the ETSI interface 119432 for remote
server signing.Investments in proprietary interfaces are no longer necessary.
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1 Standardisinginterfaces and processesnakesit easier forpartners and customersto integrate or change
modular functions . For examplethe integration of additional identification procedures or functionalities .

1 By using thebroker, business processes anthe guided signature experienceno longer have to be mod-
elled on the partner side based on requested statusesThe open interfaces maket possible to embed bro-
ker decisions directly intothe partner's user experience (UX).

Process silos

Aspreviously mentioned, today's processes still suffer from silos. For instance, the registration process and the sig-
nature process are separate, with the latter only occurring after the completion of registration

a Smart : L.
= _‘ Registrationi Signing
- Service i Service
/4
Registration Signature
(e.g. Face2Face based on @ check Signature
or within the shop registration registered? WO
-> RA-App) I

lllustration: The historically separate ppcesf registration and signature

The historical separation of these processes can be attributed to the fact that, for a long time, Face2Face identifica-
tion was the sole option for registration, and even until 2022, it was the only option for nonbanksin Switzerland.
Additionally, in some EU countries, remote identification procedures for trusted services are only temporarily au-
thorized.

Subsequently, problems with user guidance arise during the signing process. For example, if idiscovered that

the registration was unsuccessful or is no longer valid (e.g., due to the expiration of the ID card or the invalidation
of the certificate), the signatory must return to the registration process. This situation is akin to having to buy a

new pen when signing by hand. Furthermore, with parEuropean services such as Swisscom's signature service, a
registration may be valid for the EU but not in Switzerland due to different regulations. This highlights the in-
creased complexity of user guidancavhen the processes are separated, given the different legal areas and their
regulations for implementing electronic signatures.

From the signatory's perspective, a standardized process is crucial. The signatory desires to read and approve their
document. Therefore, if they are unable to approve the document for any reason, such as being incorrectly regis-
tered or no longer validly registered, the (remote) reegistration should take place within the same process. This
approach helps ensure that the signatorycan always obtain the desired result of a digital signature in a simple and
uncomplicated manner.

The advantage: A guided process instead cd process break

Signature approval with existing means- the IDP

Many organizations, such as banks, havelready registered and verified our data. We frequently use the banking
app on our mobile phones or PCs, which these organizations can leverage to act as an Identity Provider (IDP). This
collaboration allows for the identification and approval process, leaing to an enhanced user experience.

The integration of existing apps on our mobile devices and the use of prexisting identification data offer the ad-
vantage of saving time and effort. There is no need for rédentification, installing additional apps, or memorizing
extra passwords. Such redundancies are undesirable for users and do not align with the seamless experience ex-
pected in the digital world.

In practical terms, we are already accustomed to thireparty identification for numerous "logins.":
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lllustration: Example of a standard market platform and different registration methods

And we are already familiar with the use of existing3' party payment serviceswhen paying:

lllustration: Example of a standard market platform anddifferent payment methods

The legislation on digital signatures permits the outsourcing of identifications and authorizations through delega-
tions, such as the registration authority delegation (RA delegation), provided that all relevant legal and regulatg
requirements are met. These are typically verified through initial and regular audits and approved for the trust ser-
vice.

The Identity Provider (IDP) not only furnishes the identity but also facilitates the approval or authentication pro-
cess, allowing he individual to confirm and authorize their signatures. For instance, in the banking sector, the
online banking app often serves this purpose.

Similar to other web services, an IDP can offer alternative signature approval. For instance, within thebanking
app, which signatories are already familiar with, users may have to accept the terms of use for the first time only
and can then electronically sign a document, as demonstrated by the integration of Postfinance.
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lllustration: Example integration of Postfinance Bank (CH) as IDP including your authentication
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In a structured onboarding process, we assist all Identity Providers (IDPs) that comply with the regulations in transi-
tioning to their new role as a registration and signature approval method. They can utilize this for their internal
processes or offer thér method to other participants via Swisscom, thereby generating revenue for registration or
approval. A specially preaudited Software Development Kit (SDK) also facilitates the integration of signature ap-
proval into the existing app, reducing audit costs Additionally, organizations have the option to conduct a compre-
hensive audit of their own procedures.
Advantage: Don't install any additional apps, but usewhat you have and, above all, what you know -
e.g. the familiar app from your bank
No additional registration procedure, no incorrect registration, no waiting time, fast and uncomplicated

Signature approval with existing means - Passkey

In the past, Swisscom's signature authorization methods were primarily limited to mobile phone-based procedures,
such as the Mobile ID app or a combination of ong¢ime passwords via SMS and a password. However, with the re-
design of the Signing Service and the introdudbn of the interface in accordance with ETSI TS 119 432, along with
the expansion of the Smart Registration Service to include an Authentication Broker, there are now fewer technical
restrictions on the use of identification and authentication methods.

Theadoption of the new FIDO2 standard, in conjunction with Passkey& asskey Authentication / fidoalliance.org)
has made it possible to completely eliminate the need for appnstallation. This advancement allows for an even
smoother process when registering and approving signatures.

Passkeys, defined by the FIDO Authentication Alliance, which includes companies such as Google, Apple, and Mi-
crosoft, have been heralded as therd of passwords. They offer a twefactor process that is already installed on
most devices. For instance, when logging into a protected account, users are typically asked for a PIN, fingerprint, or
facial recognition, which is also used to unlock the screeon their PC or mobile phone. This fulfills the regulatory
requirement that qualified electronic signatures must be approved by two factors, such as possession and
knowledge or possession and biometrics. Additionally, approvals are synchronized across tiplle devices, includ-
ing different ecosystems such as Apple and Google.

As aresult, a trust service provider can now use these passkeys to request approval for a signature without the
need to install an app. Approval can be as simple as using a biometifieature like a smile (FacelD) or a fingerprint

i 0, @
¢ swisscom e 20

/)

Hauptschliissel erstellen

Wahlen Sie aus, wie Sie einen HauptschlUssel fur rax-dev-cat.dev-
scapp.swisscom.com erstellen machten

[ Windows Hello oder externer Sicherheitsschltssel >

D S23 Ultra von D »

[H] Verwenden eines anderen Smartphones oder Tablets »
Geréte verwalten Abbrechen

Illustration: Example of passkeyapproval in the flow

The introduction of Passkeys represents a significant advancement in authentication technology, offering a more
secure and useffriendly alternative to traditional passwords and multi-factor authentication. This innovation
aligns with the ongoing efforts to enhance the security and usability of digital authentication across various de-
vices and platforms.

Advantage: No needto install an app, just use what the PC/mobile devicealready offers:
Passkeysaccording to the FIDOstandard!
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The store concept

While it is possible in principle to designate a specific identification method as the registration method for signa-
ture applications and, ifnecessary, to define a fixed signatur@pproval method, such as passkeys, in practice, the
variety of options is much more beneficial. There is no onsize-fits-all solution.

In practical terms, this means that an inexperienced PC signatory may prefer tase operator-guided video identifi-
cation, while a signatory who already possesses an ID card with an NFC chip may opt for identification via NFC,
which is a faster process. Alternatively, their bank may already be authorized as an Identity Provider (IDdt)regis-
tration, enabling a quick login at the bank to handle the entire registration process.

Ultimately, the decision of what to offer signatories rests with our signature platform partner, the participant.
Swisscom Trust Services will provide various "besif-breed" procedures that are tested, regulated, and approved in
so-called stores. These idude video identification, auto-identification, NFC chip identification, bank account IDPs,
and elDs, allowing signatories to freely choose from the options offered. Conversely, the signature platform partner
can also limit the selection or even favor aisgle procedure. The advantage here lies in the various modular solu-
tions, options, and projectspecific configurations. Participants can select from a rich pool and implement the best
combination of solutions for their use case.

Swisscom then invoices tle subscriber according to the established procedure and per use. This applies to both
identification and signature approval procedures. While some partners may continue to use Mobile ID or a ore
time password text message, others may prefer to use Passkey.

Advantage: Broad, selectable besbf-class range of methods for identification and signature approval
Fully embedded in the signature process!

User experiencgUX) iskey!

The signature process should guide and support the signatory at each step. If tleggnature approval method is not
known to the signature application, the signatory can first select a suitable signature approval method. If Swisscom
Trust Services finds that the signatory is not registered or that the registration is not valid, the sigatory will be of-
fered the possible registration methods for the signature type and jurisdiction. The registration then proceeds as
described above. The signature is then approved and signed. The scope of possible signapproval methods and
registration methods can be defined for each signature application.

Wahl der
G
;.. ']

> — ﬁ
I/
Signatur Signatur
falls unbekannt, ... dann Applikation Applikation

Auswahl: Freigabemethode

Falls nicht registriert:
Auswahl einer \ —

Identifizierungs- .. & Akzeptanz
methode (IDP, IPSP) ... Nutzungsbestimmungen

lllustration: Signature approval method selection processregistration - approval - signature

The selection of signature approval and registration methods can take the form of web browsecontent hosted
and provided by Swisscom, or the partner can create its own user interface (Ul)
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lllustration: Possibility of direct display of the identification and authorisation methods by Swisscom

If the partner wants to create the user guidance thenselves, the calls are made via standardized interfaces: OpenID
Connect Standards (OIDC) via Pushed Authentication Request (PAR) or Chieiitiated Backchannel Authentication
(CIBA) call. This means that the Swisscom Ul display of the identification anigsature approval methods used can
be replaced by a "look and feel" of the partner's signature application. It is then even possible, for example, to dis-
play prices for the various methods, if desired. In other words, the stores' offerings can be realizeda design and

Ul completely determined by the partner.

intrum 13 Dalars
Jtiem] 10 Deltars
. o s \ *Dellars
Partner Ul und UX [ scleci | Partner Ul und UX
Note: Offered methods can be Note: Offered IDP / IPSP can be configured
confiqured
EigE
N\ > b;ﬂ&-
: Signature Y H Identification Signature -‘,

Application

l><>

Approval method
Method
& ldentification
PAR & Authentication

lllustration: Option to directly display the identification and approval methodswith the partner's look and feel

Advantage: Thesignature application partner canfully customise the process and the selection of methods and
relies on industry standardsfor implementation !
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Integration in the signature flow of a partner solution

Using the Pushed Authentication Request (PAR) approach, a partner has the option of creating theiwn complete
user experience (UX) flow and guiding the user through the process. This is demonstrated in the following two
steps:

The signatory is first prompted to choose their preferred signature acceptance method. If the signatory is already
registered with another provider at Swisscom Trust Services, they can use their registered method for the subse-
quent signature. If the selected method is unknown or not feasible for any reason, the broker returns an error mes-
sageand delegates the process back to ta partner application (via redirect URL)

Typical realization possibility for partner (1): First view for signatory

Signatorv is correctly
reglstered %
» PAR Call (Scope "Sign”)
/
BB Fience choose your signarare approval method Signature Signature
approval

L =

+ No registration found forthis method

. le for for selec‘[ed WM
Selection of preconfigured L+ -« Approval method returned error
approval methods Error! (->2) . ADDrovaI groces canceled pﬁguser

. Regls‘[la‘[lon no Ionge valld (due date passed)

In the event of an error, the partner can then offer a selection of permitted identification methods and, based on
this selection, specifically initiate the identification and signature process with the chosensignature approval
method and identification method. The partner also has the option, if desired, to price certain procedures sepa-
rately or to bill the identification process separatelyor even to introduce its own voucher system:

Typical realization possibility for partner(2): Approval returned error

- PAR Call (Scope "Sign-ldent”)
(based on approval method

selected in step (1)) Activate Signature
approval approval
SEATD Y Please choose your registration methad: m
— o n EREE
intrum 12 Dollars o =
10 Dollars _’ 53
',ooﬂ’“ow [re—— Nﬁ 7 Dollars -‘/
Identification Terms of use Signature
"You must be registered for ] ]
vour selected approval method. | Registration
Please choose vour identification
method!"
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Once the signatory is registered with the selected identification and signatureapproval method and accepts the
terms of use, the signature is created directlylf the process ends with an error, the partner application isnformed,
and the user is referral back to the partner application. If necessary, the partner can, for example, restart the iden-
tification process and the user can select a different identification method. If the process is successful, the partner
application also receives a responsevent about this and could use it forfinalizing the billing process Identification
processes are triggered directly at the identification partner, as are the signature approval processes. If an app is
used for approval via a QR code, this QR code can stél displayed in the design and UX of the partner. The Client
Initiated Backchannel Authentication (CIBA) flow can be utilized for this purpose.

The partner application can operate with a process sequenciased onscope "Sign" (signature only including prior
signature approval) orbased on scopé'Sign Ident" (registration and signature) in its PAR calls. Various parameters
can already be optionally specifiece.g, the intended signature approval method and/or the intended identification
method.

Legal framework

A new ETSI specification, EN TS 119 461, published in 2021, provides an overview of the requéets for identity
verification from a trust service perspective for the first time. All new identification providers will be audited with
regard to the identification methods they use. This standard is legally binding in Swiss legislation, and the new el-
DAS legislation in 2024 will also require the use of this standard. The conformity assessment body already accepts
the fulfillment of the standard as a prerequisite for the registration of a qualified electronic signature.

Identification procedures that have already undergone an EN TS 119 461 audit for their method can be directly in-
tegrated into Swisscom's Smart Registration Service. The interfaces, transfer parameters, and relevant implementa-
tion criteria must be described in an implementation concept.

The use of Identification Providers (IDPs) and their means of authentication as a signatuapproval is also consid-
ered in the standards for remote signatures, specifically EN 419 241 and EN 419 2412, which explicitly mention
the IDP and place requiremens on the design of the authentication with regard to the triggering of a signature.
Chapter 5.7.4.1 of the EN 419 241 standard explicitly states: "The TSP MAY transfer the authentication process to
an external party (e.g. an identity provider)."

The mog important requirement of this standard is that "The signing keys are used with a high level of trust under
the sole control of the signatory." This requirement presupposes that the process, protocol, and procedure are pro-
tected on the IDP side in such avay that the IDP and Swisscom map a flow that ensures sole control (referred to as
"SCAL2," or "Sole Control Access Level 2 Factor Authentication™), and that the protocol connection on the Swisscom
side is designed accordingly for the SCAL2 purpose.

By using the optionally provided signatureapproval SDK or the use of passkeys, the regulatory requirements for a
customer-specific means ofapproval can be met without a further detailed audit (just a one-day short check,

known as a walkthrough by the audtor). Otherwise, a customerspecific authentication procedure must be au-

dited.

The ETSI diagrams illustrate the relationships between thetandards:
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Scope of remote signing standards
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Figure:Classification of the new signing interface TS 119 432 in the ETSI standamgironment

The signature application is the "Signer Interaction Componentthat is connected to the Trust Service ("TSP Service
Component"). The protocol is described in TS 119 43®&hich references the standards EN 419 241/-2 and EN 419
221-5, which have also been required in Swiss legislation since March 2022 and as part of the authorisation for the
EU in Austria. ltis expected that they will also generally form the basis of the eIDAS revision 2024.

The TS 119 432 standard is now also the interfae standard for the Swisscom Signing Servicéfter signature ap-
proval and/or registration, the Multiple Authentication Broker of the Smart Registration Service provides the signa-
ture application with the necessary token toobtain a signature for a supplied document hash.

Advantage: No proprietary interfaces- use the regulated standards of today and tomorrow!

Signature approval SDK

At Swisscom Trust Services, we understand the importance of simplifying audits and making the process as user
friendly as possible. That's why we offer our Signature Approval SDK (Software Development Kit), which allows you
to replicate any authentication request from the signature environment within the look and feel of an existing app,
such as a banking or insurance app. This ensures a seamless user experience, as the user does not notice any
change of context.
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Figure:Use of thesignature approval SDK as part of a customised app

The SDK is operated in an environment controlled by Swisscom, which has undergone extensive security tests and
audits, eliminating the need for additional full audits on your side. Only a brief inspectiorby the auditor for embed-
ding in your app is required. In addition, the backgroundaolour, font, button shape, etc., can be adapted to the ap-
pearance of the target application, enabling signature confirmations to be carried out using methods such as fin-
gerprint or facial recognition.

The SDK is integrated into the target application by the customer company, and a code signature can be used to
ensure that the app's functions have not been changed, further eliminating the need for additional audits.

This semless and transparent experience not only simplifies the signature process but also makes it more cost
efficient and user-friendly for the client organization and the end user.For example, they can perform signature

approvals within their banking app, with the same look and feel and user experience as in their other banking con-
text, without realising that the approval process is being performed from a different operating location.

lllustration: Operation of the relevant signatureapproval in the already audited proces®y Swisscom
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