0 n for RA ;
tsand Master RA Agents (PROD)




$

ning for RA A

A App 4.0 Trai

New RA AppV 4.0

1. Goal of this document

2. Start with the new RA App
3. Login

4. Walkthrough of RA App 4.0
5. Additional functionalities
6. How to give feedback




- C1 Public

ning for RA Agents - September 2022 - RA Service

RA App 4.0 Trai

1. Goal of this document

* This document is intended to be dispatched to all active RA Agent using the RA App to register new users
* The document describes the new version of the app with new features
* Audience: the document is sent to all the Master RA Agents, who have the responsibility to forward it

* What you, as Master RA Agent, need to do:

> Read carefully and apply the information and Guidelines
> Forward this document to all your Master RA Agents and Standard Agent
> Train your network: assure that the content will be read and understood by your Agent Network
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2. Startthe RA App

After starting the RA App, walk through the welcome screens and check out the new features.

You may also enter the contact details of your Master RA Agent in this process step.

—————————————
A Swisscom B @ B 36% 0N

Verify
information

Welcome new RA App

Many new features: improved scanning

and usability, support of worldwide ID

documents, optimized mobile number
check

[ X11} Next A

Swisscom &

Easy Scan

The app scans the data more accurately
out of the visible zone of the ID document.

0@ oo Next J)

Swisscom &

SMS code

New automated mobile number check:
person gets a SMS code which is entered in
the app for verification by the RA Agent.

0@ Next

S
A Swisscom T @ 1 36% 0\

=d
o

Need help? FAQs !

Find all answers to frequently asked
questions, remember key-facts of e-
Learning and find support in our new help
section.

0o @ Start

——————
Swisscom & 14:40 @ B 34%

O Setup your Master RA
l L agent (recommended)

Please set up your master RA agent contact
details in order to ask for help, if needed!

My Master RA Agent's name

0

My Master RA Agent's email address

My Master RA agent's mobile number

0

Do it later
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3. Loginthe RA App

* Login with your RA agent credentials as usual: your registered mobile

number and your company identifier (new label: Registration Authority)

« Tologin, use Mobile ID or the password/SMS-code method as usual

« If you have issues or questions, please check out:

* Login Failed link on the front page of the app
« Our Help Center, section RA Agency:

https://trustservices.swisscom.com/en/fag-class/ra-agency/

* Our signature check page:

https://check-signing.trustservices.swisscom.com/

(please be aware that you need a successful result on the check page to log in

as an Agent. If this is unsuccessful, then you need to get registered again as a
User and as an Agent afterwards)

gl Swisscom 7

My registered mobile number

+41791234567

Registration authority

tustomel name



https://trustservices.swisscom.com/en/faq-class/ra-agency/
https://check-signing.trustservices.swisscom.com/
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4. App Walk Through (1)

i Swisscom B
Swisscom & 11:46

Privacy consent

For privacy reasons, as an RA agent, you are
required to obtain the consent of the
person to be identified before registering
with the RA app. Please obtain the person's
consent that he or she agrees that:

o Aphoto is taken of them and their ID
document (ID card, passport)

o Swisscom stores their mobile number

o The data of the ID document (ID card,
passport) is read out and stored at
Swisscom in Switzerland

©

|dentify new person
@I've got the person's consent

0 D Sl

Home

1 To start click on

2 Get privac
the plus sign P Y

consent of person
to gather data

C_ -~

(@ Swisscom T 1:47

Scan ID document

Please follow the instructions below.

S 1.Scan ID document
0 Verify data and authenticity

2. Confirm information
Verification of person

3. Proof of presence
Photo of ID document in hand

4. Verify mobile number
SMS code check

Need help? FAQs!

3 Clickonstep 1

Tips & Tricks

> Ask the person you are registering for a
valid ID document (ID or passport) and
ask for consent to gather his*her personal
data

A EEEEEEIEEEEEEEE IS

Document processing...

Hold the device still

» To scan, place the ID documentin the
highlighted zone
» For ID cards: Please scan front and
back side (incl. side with machine
readable zone — MRZ)
» For passports: only scan the side
with the machine readable zone

X! =
ANSESTAOT HAMBURS o o 0
ZIRKSAMT WANDSBEK _risswsts
I—— =

1DD<<TO20MAXWY6<<<<<<<<
4601254<2911308p<<<
VON<DREBENBUSCH<DAL

> Attention: This is a productive RA App!
Please make sure to perform the
identification of the person carefully, as
with the current RA App!

Hint: just put the card to show it completely
and not cut in the frame. It is not necessary

4Scan ID to fill exactly the frame with the card as the
document (ID or system will recognize it and cut it correctly.
passport)
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i Swisscom T 1:47 @ @ 56% @@

{ Back  Verify scanned ID data

1. Please enter the data exactly as written on the ID
document. Scanned data may differ.

Last name

VON DREBENBUSCH DALGOSSEN

First name

HANS-GUENTHER

Date of birth Expiration date

25.01.1946 30.11.2029

ID document number

TO20W4XWY

2. Image check

B S
SUMRESRESUSMISREVISCHLANE  TO20W4XWY
o T T T

WO #h.0r. von rebarusch-Dalgoden
el

Hans-Ganther 2)
(o

5 Check scanned
ID data and correct

if necessary

4. App Walk Through (2)

Swisscom & 1:48 @ B 56% WS

< Back Verify scanned ID data

2. Image check

= N —
PUNREIREEVBLASREUTSCHEANE  TO20W4XWY
AN, T —

<

19200 - f"‘"

Jze

01.12.19 ;“’” B ;
=

HANSESTADT H‘m lr%ﬁiﬁ ?‘; )

BEZIRKSAMT WANDSBEK _siroensce

IDD<<TO20WAXWYH<<CLCCCCcCLcc<<
4601254<2911308D<<<<<<<<<<<<<h
VON<DREBENBUSCH<DALGOSSEN<<HAN

|

S5a Check, whether
the image of ID
documentis of

good quality

A Swisscom T 11:48

< Back Authenticity check

LO1X00T47

e\
2NN

‘oefiTscH

938568

LOTXOO0TAT1€<HUSTERNANN <<ERTKA

IDD<CLOTX00TAT7 <LK
8308126<3108011D<<2108<<<<<<<7
MUSTERMANN<<ERIKA<LLLLLLLLLLKK

@ Swisscom & 11:48

Scan ID document
Please follow the instructions below.

1. Scan ID document o
Verify data and authenticity

2. Confirm information
Verification of person

@ The security features encircled in red
indicate optical elements. The yellow
encircled security features point to
haptic (to feel) elements.

6 Check the

authenticity of the ID

document

Scroll down if more
than one document

is available

3. Proof of presence
Photo of ID document in hand

4. Verify mobile number
SMS code check

Need help? FAQs!

7 Click on step 2

Tips & Tricks

» Check if all data was correctly scanned. If
necessary, correct the data after clicking
in the related fields

» Pay especially attention to:

» Country specific letters (e.g.: 3,6,u,n,
c)

> Accents (¢,6,3)

» Truncated names (e.g. HANS-
MICHA)

- Remember: You always need to enter the

ID data as it is printed on the visible zone of

the presented ID document (not the MRZ!)

> If the scanned photo of the ID document
is blurry, cut off or not readable, please
start over the scanning process.

> Check the highlighted security features of
the ID documentas in current RA App

» Authenticity: Click on "Show all security
elements”if you want to see all security
features of this document
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4. App Walk Through (3)

i Swisscom B 11:48

< Back Confirm information

Show the person this summary to get
confirmation of correctness.

 eblem

Last name
VON DREBENBUSCH
DALGOSSEN

First name

HANS-GUENTHER

Date of birth
25.01.1946

_

Modify information

8 Show this
summary of ID
data to the person
and ask whether
all data are ok.

Swisscom B 15:30

s no P S ST

Modify information

(@ Swisscom T 11:49

{ Back Language

Last name

[ VON DREBENBUSCH DALGOREN Ask person for prefered language

This will be the language in which the person

) receives the final confirmation message
First name

[ HANS-GUNTHER

() Deutsch

Date of birth

[ 25.01.1946

() ttaliano

|
|

(® English

8a If informationis
wrong, you can
edit the data by preferred language
clicking on "Modify of identified
information” person

9 Select the

@ Swisscom & 11:49

Scan ID document

Please follow the instructions below.

1. Scan ID document o
Verify data and authenticity

2. Confirm information 0

Verification of person

3. Proof of presence 5
Photo of ID document in hand

4. Verify mobile number
SMS code check

Need help? FAQs!

\ /

10 Click on step 3

Tips & Tricks

» NEW: You as RA agent must show the
summary of the scanned ID data to the
person and ask whether all the data are
correct

> If there is a mistake, you can correct the
information after clicking on "Modify
information"

> Select the preferred language of the
identified person.
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4. App Walk Through (4)

i Swisscom B

{ Back

Take a photo of the person with his or her
identity document in hand.

11 Take a picture of
the person with
his*her 1D
documentin the
hand

) o @
o’

Person's face and ID If mask obligation: full
must be visible bady photo

DON'Ts

o
Y

D in hand not visible Face not visible
—

11a If you need

help on how to

take the picture
see "Help"

A Swisscom T 1318

< Zurtick  Picture confirmation

(@A Swisscom 1:50

Scan ID document
Please follow the instructions below.

1. Scan ID document o
Verify data and authenticity

2. Confirm information 0
Verification of person

3. Proof of presence °

Photo of ID document in hand

4. Verify mobile number
SMS code check

Retake photo

Need help? FAQs!

12 Check whether Ee——

the photo taken is 13 Click on step 4
of good quality

Tips & Tricks

> Take a photo of the person with his*her ID
document in the hand (proof-of-
presence)

> If you need help on how to take the photo
click on "Help".

» The photo take will not be saved on your
mobile device
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4. App Walk Through (5)

i Swisscom T 1:51 @ 8 56%

< Back Verify mobile number

Please enter person’s mobile number. A
SMS code will be sent to the number.

Swisscom & 1:52

SMS check

Please ask person for the 4 digit code
(sent to: +41 75 410 17 25) and enter it.

+41 v 754101729

6‘1 6‘8

I Didn't receive a code? Resend I

14 Enter the
person's mobile
number

15 Enter 4-digit
code which the
person receives via

and click "Submit" SMS
and click "Verify"

; Swisscom & 11:52 @ 8 56% R
< Back SMS check

SMS code correct
Please confirm the registration of HANS-

GUENTHER VON DREBENBUSCH
DALGOSSEN and +41754101725

| | confirm |

Cancel

16 Click onl
confirm and use
Mobile ID or
password/SMS-
code method

v

1=

Identification successfull
As RA Agent, you have successfully
submitted the entered ID data.

Next steps:
o The identified person will receive a
request via SMS to accept the terms and
conditions of Swisscom Signing Service.

o The identification and registration is
completed when person has accepted
the terms and conditions.

Go back to home page

S

17 Identification
was successful

Tips & Tricks

» Enter the mobile number of the person
you are identifying and registering and
click on submit

» NEW: SMS code check to verify mobile
number: The person receives a 4-digit
code via SMS on his*her mobile phone.
The RA agents needs to enter this 4-digit
SMS-code into the RA App and click on
"Verify"

- you no longer have to call the person

> If the person doesn't receive the SMS-
code, the RA agent can "Resend" a new
code via the RA App

> After the correct code has been entered,
the RA agent clicks on "I confirm" and
confirms the identification of the person
with Mobile ID or password/SMS-code
method, as usual

» Remind the person that he*she receives
an SMS to accept the terms of use of the
Signing Service
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5. Additional functionalities (1) — Help Section

There is a new help section available where you can enter the contact information of your Master RA Agent (in case

you need support), get answers to frequently asked questions (FAQ) and find the link to the printout of the RA

agent e-learning.

Swisscom &

Identify new person

Home

Swisscom B 14:45

Help

Help and support

Your master RA agent is here for help

Swisscom & 14:46 @ 61%1

{ Help FAQs

Identification process

00«
Master agent

Why do | need the person’s consentto v/
gather the personal data?

Swisscom & 14:46

{ Help FAQs

Authenticity check

What is an authenticity check?

FAQs

Identification process

Authenticity check

Troubleshooting

Why can | only scan a valid passportor A
ID card, not driver’s license or working
permit?

For legal reasons, a valid ID or passport
are the only documents accepted for the
qualified electronic signature.

What is a security feature on an
1D document?

What should | do as RA agent regarding
the security features and authenticity
check?

Get more information on RA agent
E-learning

O & @

Last activities Settings Help

What do I need to do, if the personin =~ v/
front of me is not the person on the ID
document?

When do | need to correct manually the
scanned ID data?

Why do | have to take a picture of the
person with ID document in hand?

How can | find the security elements on
an ID document?

Once scanned, the app shows a
reference picture of an ID document
where the security elements are
highlighted. The RA agent can choose 2
of the highlighted security elements for
the authenticity check.

Home Last activities Settings Help

R O & @)

What should | do if the security features V'
are missing on the presented ID

an O @& 6

H Last activities Settings Help

Swisscom & 15:06

{Help  Setup Master RA agent

Please set up your master RA agent contact
details in order to ask for help, if needed!

My Master RA Agent's name

My Master RA Agent's email address

My Master RA agent's mobile number

O & ®

Last activite: Help




Q 5. Other functionalities (2) — Last activities

In the area of last activities you will find your succeeded and failed identifications of persons

Last activities

Identification succeeded

Il +4175410XXXX 25Mar 2022 at 13:29

4l +4175410XX XX 22 Mar 2022 at 15:07

Identification failed

Identify new person
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5. Additional functionalities (3) — Settings

In the "Settings" you can see your login data, current app version and you
can change the app language.
Also, here you can logout.

« If you have issues or questions, please check out:

* Login Failed link on the front page of the app
« Our Help Center, section RA Agency:

https://trustservices.swisscom.com/en/fag-class/ra-agency/

« Our signature check page:

https://check-signing trustservices.swisscom.com/

(please be aware that you need a successful result on the check page to
log in as an Agent. If this is unsuccessful, then you need to get registered
again as a User and as an Agent afterwards)

Profile

il Registered Name +41791799132
I Registration Authority Training

4.0.0-0681d (404)

Identify new person



https://trustservices.swisscom.com/en/faq-class/ra-agency/
https://check-signing.trustservices.swisscom.com/
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6. How to give Feedback

Do not provide feedback through the App, but use email contact address with Object
"Feedback RA App 4.0":

all-in.signingservice@swisscom.com

Feedback RA APP-4.0 - MNachricht (HTML)

Datel Nachricht Einfiigen Zeichnen Optionen Text formatieren Uberpriifen Hilfe Acrobat Q Sie wiinschen...
fﬂ Trebuchet MS ~ 10 AN/ 0 &% fu 0 D
D [q F K U i=+v:i=+ &3z . : e 4
Einfugen L MNamen | Einfiigen | Vertraulichkeit = Datei perLink | Markierungen | Diktieren Vorlagen
- - ﬁ ~ BE= = .Bo h = ~ anhéngen ~ e ~ | anzei gen
wischenablage M Text ] Vertraulichkeit | Adobe Acrobat Sprache | Meine Vorlag... |
b An All-in Signing Service. INI-DOS-BNC:
Senden C

Betreff Feedback RA APP-4.0



mailto:all-in.signingservice@swisscom.com

	Swisscom RA App 4.0�Introduction for RA Agents
	New RA App V 4.0
	1. Goal of this document
	2. Start the RA App 
	3. Login the RA App 
	4. App Walk Through (1)
	4. App Walk Through (2)
	4. App Walk Through (3)
	4. App Walk Through (4)
	4. App Walk Through (5)
	5. Additional functionalities (1) – Help Section
	5. Other functionalities (2) – Last activities
	5. Additional functionalities (3) – Settings
	6. How to give Feedback

